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CHFI v10 Syllabus 

 
 

Module 01: Computer Forensics in Today’s World  2 Hours - Day 1 

 

Module 02: Computer Forensics Investigation Process 2 Hours - Day 2 

 

Module 03: Understanding Hard Disks and File Systems 2 Hours - Day 3 

 

Module 04: Data Acquisition and Duplication   2 Hours - Day 4 

 

Module 05: Defeating Anti-Forensics Techniques  4 Hours - Day 5 & 6 

 

Module 06: Windows Forensics     4 Hours - Day 7 & 8 

 

Module 07: Linux and Mac Forensics    4 Hours - Day 9 & 10 

 

Module 08: Network Forensics     2 Hours - Day 11 

 

Module 09: Investigating Web Attacks    2 Hours - Day 12 

 

Module 10: Dark Web Forensics     2 Hours - Day 13 

 

Module 11: Database Forensics     2 Hours - Day 14 

 

Module 12: Cloud Forensics     2 Hours - Day 15 

 

Module 13: Investigating Email Crimes    2 Hours - Day 16 

 

Module 14: Malware Forensics     2 Hours - Day 17 

 

Module 15: Mobile Forensics     4 Hours - Day 18 & 19 

 

Module 16: IoT Forensics      2 Hours - Day 20 

 

 


